Socjotechnika w praktyce

Jak nas atakujg i jak mozemy sie bronic?



e Psycholog, Cyberpsycholog
Programistka + AppSec
NTHW - “Herbatka ze smokiem”

e Fanka F1 i szydetkowania

https://www.linkedin.com/in/lenasedkiewicz/
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Prezentacja wylacznie
do celow edukacyjnych!




| do refleksji, czy jestesmy
gotowi na taki atak?®
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Geneza klamstwa












biate kiamstwo (dia dobra np. relacji)



samooszukiwanie sie
[ewolucja)



“0Od jedneyo nie praytyje”



“Tak, pyszne, wezme dokiadke”



“Tak tak, nauczyt_m sie!”
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Efekt?
Przyzwyczajamy sie...






.. alho przekraczamy kolejne granice.
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...to czynnos¢ wywierania wptywu na ludzi poprzez praktyczne

zastosowanie podstepu wykorzystujgcego uniwersalne mechanizmy
reakcji psychologicznych.

Celem takiego dziatania jest nieautoryzowane pozyskanie poufnych lub

niedostepnych w inny sposéb informacji. [za: Urzad komisji nadzoru
finansowego]

https://cebrf.knf.gov.pl/component/content/article/socjotechnika?catid=26&Itemid=101, dostep: 30.11.2025



https://cebrf.knf.gov.pl/component/content/article/socjotechnika?catid=26&Itemid=101

... jak, wykorzystujgc naturalne podatnosci Twojej gtowy, namowic
Cie do zrobienia czegos, w wyniku czego stracisz cos dla Ciebie
waznego (dane, pienigdze, etc.), czesto nawet tego nie
Zauwazajac...



Co moze zostac wykorzystane?
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wpiyw czyjego$ autorytetu na decyzje



lgnorowanie “szumu” wtle
[cel: wtopienie sie w tium)












Empatia i che¢ pomocy






Na pograniczu socjotechniki



Typosquatting



Visual Studio Code > Themes > Darcula Official New to Visual Studio Code?

Darcula Official
Darcula Theme v darculatheme.com | & 107installs | ¥ % % % % (1) | Free

Official Dracula Theme. A dark theme for many editors, shells, and more.

Trouble Installing? 2

Version History Q&A Rating & Review

Dracula for Visual Studio Code Categories

Themes

Tags

color-theme  dark  dracula = theme

Works with

class Vampire {
constructor(props) {
this.location = props.location;
this.birthDate = props.birthDate;
this.deathDate = props.deathDate;
this.weaknesses = props.weaknesses;

5
L
¢
[

¥ Project Details

get age() {
return this.calcAge();

}

calcAge() { More Info
ratiirn fhic deathNata - fhic hirthData-

Zrédto: https://www.koi.ai/blog/1-6-how-we-hacked-multi-billion-dollar-companies-in-30-minutes-using-a-fake-vscode-extension, dostep: 30.11.2025
dodatkowe zZrédto: https://sekurak.pl/badacze-potwierdzaja-sciezke-ataku-na-developerow-za-pomoca-instalacji-falszyweij-skorki-do-visual-studio-code/



https://www.koi.ai/blog/1-6-how-we-hacked-multi-billion-dollar-companies-in-30-minutes-using-a-fake-vscode-extension
https://sekurak.pl/badacze-potwierdzaja-sciezke-ataku-na-developerow-za-pomoca-instalacji-falszywej-skorki-do-visual-studio-code/

https:.//www.matemaks.pl/zludzenia-optyczne.html, dostep: 25.11.2025


https://www.matemaks.pl/zludzenia-optyczne.html




| TADLUTY KAREL REAKC)

https://przystanekprl.pl/wp-content/uploads/20
24/01/151.jpg

https://histmag.ora/Najciekawsze-plakaty-propagandow
e-PRL-Galeria-15486
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Zrédto: https://wielkahistoria.pl/bitwa-pod-kadesz-jedna-z-najbardziej-przelomowych-batalii-epoki-starozytnej , dostep: 30.11.2025



https://wielkahistoria.pl/bitwa-pod-kadesz-jedna-z-najbardziej-przelomowych-batalii-epoki-starozytnej/




Donald Trump © This article is more than 7 years old

Most viewed

Trump accuses CNN of 'fake news' over .
reported Celebrity Apprentice plans result of the US

election?

President-elect denies reports he plans to remain an US election res
executive producer amid widespread concern over spread Donald Trump
of fake news on social media /e Harris vie tobe

Martin Pengelly and
agencies

. > ‘; Trump hope to
% Share = presidency

Here is what my

¥, datasaysabout

' presidential ele|
John Zogby

First US electio
three-all tie bet
and Harris

President-elect Donald Trump has accused CNN of reporting “fake news”
regarding his reported intention to maintain an executive producer credit on
The Celebrity Apprentice after moving into the White House.

He would not be working on the series at all, he said in two tweets sent
before dawn on Saturday, “even part time”.

https://www.theguardian.com/us-news/2016/dec/10/trump-celebrity-apprentice-cnn-fake-news



https://www.theguardian.com/us-news/2016/dec/10/trump-celebrity-apprentice-cnn-fake-news




ASZ:dziennik ZYCIE ZDJECIEDNIA ASZKOBIETY KRAJ ZWIERZETA KULTURA REKLAMA

ASZ:dziennik > KRAJ

»olnica nas zachwyca” kampania
polskich jezior zaprasza do
plazowania

To jest ASZdziennik. Wszystkie zdarzenia i cytaty zostaly zmyslone.

Wiecej: Zdrowie Wyspy Czaswolny Klimat Przypaty Podréze Ciato Natura

https://aszdziennik.pl/151379.sinica-nas-zachwyca-kampania-polskich-jezior-
zaprasza-do-plazowania , dostep: 2024 rok



https://aszdziennik.pl/151379,sinica-nas-zachwyca-kampania-polskich-jezior-zaprasza-do-plazowania
https://aszdziennik.pl/151379,sinica-nas-zachwyca-kampania-polskich-jezior-zaprasza-do-plazowania

Crossweb.pl
1 203 obserwujacych
5h-®

Czes¢ @

Jak sie macie w Cyber Monday? &

W tym tygodniu czeka nas m.in.:

»* Start jedynych w swoim rodzaju kalendarzy adwentowych - #Cyberadvent

by Beata Zalewa z m.in. Grzegorz Sztandera, ¥ Lena Sedkiewicz i Heartless
Adham oraz Swigteczny Kalendarz Programisty by Radek Wojtysiak z m.in. Rita
tyczywek (Malgorzata), €y Katarzyna Brzozowska czy Cezary Sanecki

»* Agile Warsaw #335 z Krzysztof Niewirski

#* Oh My Hack pod patronatem Crossweb i prelekcje m.in. Grzegorz Tworek, @
Jakub Mrugalski czy Michat Kiaput

2 WordUp Warszawa z Karolina Tanona i Karol Sawka

#* 3 duze wydarzenia w Warszawie - Python Summit, YavaConf i DevAl by Data
Science Summit i prelekcje min. Katarzyna Leszczynska-Bohdan, Piotr Stapp

czy Mateusz Chrzonstowski

»* Xmas Party 2025! organizowane przez Krakow Miastem Startupow

» BeefUp #11

2 UXberries UX Unpacked #1: UX Researcher 2.0 - Badania UX w nowym

Swietle Weronika Pielech - s3 jeszcze wolne miejsca! Zapisy na Crossweb &

2 HackNation PL z m.in. Sebastian Malyska, Arek (Arkadiusz) Radek czy Dawid
Perdek

A ...iwiecej B https://Inkd.in/g-sssFH
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https://pressto.amu.edu.pl/index.p
hp/sup/article/download/42242/35
439/95328




Manipulacja zrodiami fotograficznymi
(“nowy” typ fake news”)



https://przystanekhistoria.pl/pa2/tematy/propaganda/103975,Dawne-techniki-retuszu-fotografii.html, dostep: 2024 rok



https://przystanekhistoria.pl/pa2/tematy/propaganda/103975,Dawne-techniki-retuszu-fotografii.html




Emmanuel Macron amid French riots

https://news.sky.com/story/fake-ai-images-keep-going-viral-here-are-eight-that-have-caught-people-out-13028547, dostep: 2024 rok



https://news.sky.com/story/fake-ai-images-keep-going-viral-here-are-eight-that-have-caught-people-out-13028547







https://www.nask.pl/media/2025/10/Handhook-Przewodnik-Cy
herbhezpieczenstwo-i-Al-dia-Mediow-i-Tworcow.pdf

+ Fatszywe reklamy promujace przede wszystkim nieistniejgce produkty finan-
sowe - platformy inwestycyjne, aplikacje do szybkiego zarabiania pieniedzy,
rzekome rabaty, doptaty rzadowe, programy panstwowe, a takze niespraw-
dzone lub fikcyjne $rodki medyczne i terapie. Czasami odnoszg sie takze
do rzekomych zmian prawnych lub edukacyjnych badz wprowadzania nowych
zakazow. Czesto wykorzystujg wizerunki politykow, dziennikarzy, ekspertow
w danej dziedzinie, celebrytéw, a nawet duchownych, by nadac¢ przekazowi
autorytet i zwiekszy¢ jego wiarygodnosé.

Manipulacjatrescig przemowien politycznych - zmiana wypowiedzi znanych
0s0Ob w celu szerzenia dezinformacji lub wzbudzenia kontrowersji.

Syntetyczne materiaty audio i video do wytudzania danych - voice cloning
I podszywanie sie pod znajomych w komunikatorach (,na wnuczka”, ,na poli-
cjanta”, ateraz tez ,na przyjaciela”).

Materiaty o charakterze dyskredytacyjnym i kompromitujacym - przed-
stawiajgce ludzi w stanie upojenia, w sytuacjach o zabarwieniu erotycznym/
pornograficznym (tzw. deepnude) czy jako ofiary przemocy.




Granice sie zacieraja...






Socjotechnika — zagrozenie, ktore ewoluuje

Jak wynika z raportu ENISA ,Threat Landscape 2024", inzynieria

spoteczna uplasowata sie na trzecim miejscu wsrod najpowazniejszych
cyberzagrozen, zaraz po atakach ransomware i ztosliwym

oprogramowaniu.

https://www.nask.pl/aktualnosci/socjotechniki-to-jedno-z-najpowazniejszych-cyberzagrozen-jak-n
ie-dac-sie-zmanipulowac-o-tym-ecsm-2024, dostep: 30.11.2025 .



https://www.nask.pl/aktualnosci/socjotechniki-to-jedno-z-najpowazniejszych-cyberzagrozen-jak-nie-dac-sie-zmanipulowac-o-tym-ecsm-2024
https://www.nask.pl/aktualnosci/socjotechniki-to-jedno-z-najpowazniejszych-cyberzagrozen-jak-nie-dac-sie-zmanipulowac-o-tym-ecsm-2024

Phishing remains the dominant intrusion vector (60%) and is evolving through techniques used in large-
scale campaigns. The availability of phishing-as-a-service platforms demonstrates the industrialisation of

phishing operations, enabling adversaries of all skill levels to launch complex campaigns. Abuse of cyber
dependencies have also intensified, as shown by compromises in open-source repositories, malicious browser
extensions and breaches of service providers, amplifying risk throughout interconnected digital ecosystems.

https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%2020
25_0.pdf, dostep: 01.12.2025 .



https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%202025_0.pdf
https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%202025_0.pdf

; enisam

Tactics, Techniques and Procedures overview

60%

Phishing

Phishing was the dominant intrusion
vector, accounting for approx. 60% ¥ #
of cases, including malspam, vishing,

and malvertising. Vulnerability
exploitation represented 21.3% of

initial access vectors, with 68%

leading to malware deployment as a
follow-up activity.

Mobile devices and Internet- exposed
services and devices, particularly
Operational Technology (OT) systems
remain high value targets across all
types of threats.

State-aligned intrusion sets and
cybercriminal operators
increasingly leverage Al for
productivity and optimisation of
their malicious activities.

https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20lL andscape%2020
25%20Booklet.pdf , dostep: 01.12.2025 .



https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025%20Booklet.pdf
https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025%20Booklet.pdf

Czy firmy sie przyznaja?

6.1 PHISHING INCIDENTS REMAIN A MOST IMPORTANT INITIAL VECTOR

Phishing and pretexting via email continue to be the leading cause of cybersecurity incidents.
According to Verizon, phishing and pretexting accounts for 73% of breaches of social
engineering incidents. Business email compromise, which falls under pretexting in the Verizon
statistics, continues to have an important financial impact. While the median transaction
remained stable, it still accounts for 50K USD in losses. An important addition in this report is
that, of all the victims who reached out to law enforcement, they were able to get back 79% of
their losses in half of the cases.3%. The FBI reports that, in 2023, they received more than
22,000 complaints relating to Business Email compromise with adjusted losses of over 2.9

390 2024 Data breach Investigations Report — Verizon.

https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf




Kogo lubia (udawac) atakujacy?

Check Point Research identified the following top spoofed brands based on their overall
appearance in brand phishing events during Q4 2023: Microsoft (33%), Amazon (9%), Google
(8%), Apple (4%), Wells Fargo (3%)3°8. For Q1 2024 we mainly saw an increase for Microsoft
and LinkedIn: Microsoft (38%), Google (11%), LinkedIn (11%), Apple (5%), DHL (5%)3°°.

IBM reports similar data, although not identical. For 2023, the most spoofed brands included
Google, Telegram, Microsoft, Visa and Apple3'°.

https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf



Kto przoduje w atakach z wykorzystaniem socjotechniki?

6.4 SCATTERED SPIDER TARGETED BY LAW ENFORCEMENT

In June 2024, a 22-year-old man from the UK was arrested in Spain for allegedly being part of
the cybercriminal group known as Gold Harvest, also referred to as Scattered Spider. This
operation is said to be a joint operation between the FBI and the Spanish Police315 316,
Scattered Spider stands out for its social engineering attacks and distinctive composition
compared to typical cybercriminal organisations. Throughout 2023, the group used SMS
phishing (smishing), voice phishing (vishing) to harvest credentials, and phone calls towards

helpdesks to manipulate support staff into resetting passwords or multi-factor authentication
(MFA) for targeted accounts. They also used previous intrusions at telecom companies to
perform SIM swaps, enabling interception of one-time password (OTP) codes. The group
targeted IT and INFOSEC employees, presumably because of their access to security
applications and documentation that facilitate lateral movement and further account
compromises. A smaller number of attacks focused on employees with access to financial
resources3!7 318,

https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf



Jak nas atakujq i jak sie bronic?






(mail, strona) snllls?nlg:ng
+ spear phishing (targetowany)
o pretexting
vishing (falszywa historia, porlszycie
(telefon) si¢ pod kogo$)
spoofing Business Email

[nodszycie sig, np. nod numer ;
tel) Compromise
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Baltic%20Pipe&search_type=keyword_unordered, dostep: 25.11.2025



https://www.facebook.com/ads/library/?active_status=all&ad_type=all&country=PL&is_targeted_country=false&media_type=all&q=Baltic%20Pipe&search_type=keyword_unordered
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| inwestycja kwartalne

!
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Przytacz sie do projekt‘ BItic Pipe
zostajac inwestorem i zyskaj
48.000 zi kwartalne!
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NADZORUV

FINANSOWEGO

Dodatkowo, w pazdzierniku 2025 roku analitycy CSIRT KNF zgt e wrzesniu'25), ktore publikowaty reklamy fatszywych inwestycji.

W scenariuszu znanym pod nazwg ,fraud inwestycyjny” cyberpizesigpuy puuszywajg sig puu zniane usuwy uw miswytucje, celem naktonienia potencjalnej ofiary do zainwestowania

srodkow i otrzymania wysokiej stopy zwrotu. W rzeczywistosci prowadza gre psychologiczng, majgca na celu narazanie ofiary na wysokie starty finansowe.

Fatszywe oferty (zaréwno w postaci nagran video, jak i statycznych reklam) dystrybuowane sg poprzez reklamy na platformie Facebook (rys. 1).

S

FI.A'I'FORMA inwestycyjna
PKO BANK POLSKI

B

Wazna informacja

dla emerytow

https://cebrf.knf.gov. [ ch-oszustw-internetowych-paz
dziernik-2025?catid=14.0strzezenia-csirt&ltemid=101, dostep: 25.11.2025



https://cebrf.knf.gov.pl/component/content/article/przeglad-wybranych-oszustw-internetowych-pazdziernik-2025?catid=14:ostrzezenia-csirt&Itemid=101
https://cebrf.knf.gov.pl/component/content/article/przeglad-wybranych-oszustw-internetowych-pazdziernik-2025?catid=14:ostrzezenia-csirt&Itemid=101

Naomi Surugaba [azlin@moa.gov.my] @« @& A Actons

Monday, March 10, 2014 1:18 PM

Dear Beloved Friend,

| know this message will come to you as surprised but permit me of my desire to go into
business relationship with you.

| am Miss Naomi Surugaba a daughter to late Al-badari Surugaba of Libya whom was
murdered during the recent civil war in Libya in March 2011, before his death my late father
was a strong supporter and a member of late Moammar Gadhafi Government in Tripoli.
Meanwhile before the incident, my late Father came to Cotonou Benin republic with the sum of

USD4, 200,000.00 (US$4.2M) which he deposited in a Bank here in Cotonou Benin Republic
West Africa for safe keeping.

| am here seeking for an avenue to transfer the fund to you in only you're reliable and
trustworthy person to Investment the fund. | am here in Benin Republic because of the death of
my parent's and | want you to help me transfer the fund into your bank account for investment
purpose.

Please | will offer you 20% of the total sum of USD4.2M for your assistance. Please | wish to
transfer the fund urgently without delay into your account and also wish to relocate to your
country due to the poor condition in Benin, as to enable me continue my education as | was a
medical student before the sudden death of my parent’s. Reply to my alternative
email:missnaomisurugaba2 @hotmail.com, Your immediate response would be appreciated.
Remain blessed,

Miss Naomi Surugaba.

https://publicystyka.ngo.pl/afrykanski-ksiaze-i-worki-ze-zlotem-oszustwa-internetowe-cz-2, dostep: 30.11.2025



‘attention’' Magdalena' | spam | %

. Martha Davis Wczoraj @ =
do UDW: mnie v

@ Przettumacz na polski X

Dear Magdalena,

| am Martha Davis, a UK native living at NO: 164
Crosses Court Laindon

Basildon SS155JE and working with the World Food
Program (WFP).

My late husband and | dedicated our lives to helping
vulnerable

populations. As | near the end of my journey with no
children of my.

children of my.
| am reaching out to ensure our mission lives on.

Having found your email in the WFP database, | am
asking if you would

be willing to accept my entire savings of
$1,200,000.00 USD for

charitable purposes, specifically to assist
orphanages in your

country. | suggest allocating 40% towards your
business endeavors and

60% towards supporting orphanages and
empowering widows, in the name

of God and for my peace of mind. With a stage 4
cancer diagnosis, | am

facing surgery with a 50/50 chance of success.

1 am not looking for a hero or a saint, but someone
who will use these

funds to uphold our shared values of empowering
widows and supporting

orphanages.

e e b L S

(')rphanages.

If you are willing to accept this proposal, | would be
grateful. If
not, | completely understand and wish you the best.

Sincerely,
Mrs. Martha Davis



Rada nr 1.0:

pienigdze niestety nie spadajg z nieba...



Rada nr 1.0:

pienigdze niestety nie spadajg z nieba...

(umiejetnosci z kursu za 10 k réwniez...)



Rada nr 1.0:

pienigdze niestety nie spadajg z nieba...
(umiejetnosci z kursu za 10 k réwniez...)

Ani cudowne oferty pracy, w ktérych zarobimy miliony...
(przynajmniej nie kazdemu).



Rada nr 1.0:

Zycie jest ciezkie!




6.5 SOCIAL ENGINEERING THROUGH JOB SEARCH PLATFORMS

Social engineering attacks are increasingly targeting job listing platforms, exploiting the trust
inherent in recruitment processes. Cybercriminals and nation-state actors use advanced social

engineering tactics to deceive both job seekers and employers, resulting in financial loss,
espionage and compromised security.

https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf, dostep: 1.12.2025



https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf

Rada nr 1.1

Zanim zainwestujesz w cos / cos kupisz - daj sobie 24h na przemyslenie +
dowiedz sie wiecej

(wyjscie z petli presji czasu)



Radanrit

Dajmy sobie czas, by nasz gadzi moézg sie uspokoit ;)







By 4 1y
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wptaty oznacza zwrot
do nadawcy https//
przelew

arlicz.ol wm.policja.gov.pl

https://warminsko-mazurska.policja.gov.pl/ol/aktualnosci/75555,Dostales-SMS-a-z-prosba-o-doplate-do-przesylki-Uwazaj-to-moze-b
yc-oszustwo.html, dostep: 30.11.2025



https://warminsko-mazurska.policja.gov.pl/ol/aktualnosci/75555,Dostales-SMS-a-z-prosba-o-doplate-do-przesylki-Uwazaj-to-moze-byc-oszustwo.html
https://warminsko-mazurska.policja.gov.pl/ol/aktualnosci/75555,Dostales-SMS-a-z-prosba-o-doplate-do-przesylki-Uwazaj-to-moze-byc-oszustwo.html

PGE: Na dzien 27.05
zaplanowano odlaczenie
energii elektrycznej!
Prosimy o uregulowanie

naleznosci 3.46 zl Zaplac
teraz na:
https://cli.co/platnosc-pge
-25fjns?2

https://lubelska.policja.gov.pl/lub/aktualnosci/119808,0szustwo-na-doplate-do-rachunku-za-prad.html , dostep: 30.11.2025



https://lubelska.policja.gov.pl/lub/aktualnosci/119808,Oszustwo-na-doplate-do-rachunku-za-prad.html

Najpopularniejsze metody oszustw:

na wnuczka na policjanta, lekarza na przedstawiciela banku na pracownika ZUS
(np. wypadek, zepsuty (np. zatrzymanie cztonka i pomoc techniczng lub innej instytuciji
telefon, pilnie potrzebne  rodziny, proba kradziezy  (np. zablokowanie srodkéw (np. problem
pieniadze) pieniedzy, pilna finansowych) Z wyptaceniem
konsultacja lekarska) emerytury)

https://cbzc.policja.gov.pl/dokumenty/zalaczniki/442/442-657.png, dostep: 30.11.2025



https://cbzc.policja.gov.pl/dokumenty/zalaczniki/442/442-657.png

Rada nr 2.0

Przerwij potgczenie i oddzwon!



Radanr 2.1:

Nie klikaj w linki z smséw!

(W mailach zanim klikniesz podejrzyj, gdzie dany link prowadzi...)



Rada nr 2.2:

WejdzZ na strone dostawcy + miej managera haset
LUB

Zadzwon na oficjalng infolinie i spytaj!



Rada nr 2.3:
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A new phishing kit named 'CoGUT' sent over 580 million emails to targets between January and April
2025, aiming to steal account credentials and payment data.

The messages impersonate major brands like Amazon, Rakuten, PayPal, Apple, tax agencies, and banks.

The activity culminated in January 2025, where 170 campaigns sent 172,000,000 phishing messages to
targets, but the following months maintained equally impressive volumes.

https://www.bleepingcomputer.com/news/security/coqui-phishing-platform-sent-580-million-emails-to-steal-credentials/,
dostep: 30.11.2025



https://www.bleepingcomputer.com/news/security/cogui-phishing-platform-sent-580-million-emails-to-steal-credentials/

CoGUI attack chain

The attack starts with a phishing email impersonating a trusted brand, often having urgent subject lines
requiring the recipient's action.

The messages include a URL that redirects to a phishing website hosted on the CoGUI phishing platform,
but the link only resolves if the target meets specific criteria pre-defined by the attackers.

These criteria include their IP address (location), browser language, operating system, screen resolution,
and device type (mobile or desktop).

If the criteria aren't met, victims are redirected to the brand's legitimate site that was impersonated to
reduce suspicion.

Valid targets are redirected to a phishing page featuring a fake login form that mimics the design of the
real brand, tricking victims into entering their sensitive information.

https://www.bleepingcomputer.com/news/security/coqui-phishing-platform-sent-580-million-emails-to-steal-credentials/,
dostep: 30.11.2025



https://www.bleepingcomputer.com/news/security/cogui-phishing-platform-sent-580-million-emails-to-steal-credentials/

all A 'z = 22:20

GETIN BANK
Wyslij SMS-a przez

Operadja z dnia: 2017 #%
Potwierdzenie przelewow
oczekujacych. Haslo numer 1:
S5mm8

Plus &, 08:54

Dodanie przelewu

oczekujacego z 2017 o0
Kod SMS nr 1 to 65:748. Getin
Noble Bank

Plus .. 09:12

Dodanie przelewu
oczekujacego z 2017-+
Kod SMS nr 2 to 498#10. Getin
Noble Bank

EEEN
SHONGEE

https://niebezpiecznik.pl/post/autoryzacja-mobilna-aplikacja-bank-prz https://sekurak.pl/w-krakowie-na-parkingach-pojawily-sie-falszywe-ko

elewy/, dostep: 30.11.2025

dy-gr-uwazajcie-na-zawartosc-swojego-konta-bankowego/ , dostep:
30.11.2025



https://niebezpiecznik.pl/post/autoryzacja-mobilna-aplikacja-bank-przelewy/
https://niebezpiecznik.pl/post/autoryzacja-mobilna-aplikacja-bank-przelewy/
https://sekurak.pl/w-krakowie-na-parkingach-pojawily-sie-falszywe-kody-qr-uwazajcie-na-zawartosc-swojego-konta-bankowego/
https://sekurak.pl/w-krakowie-na-parkingach-pojawily-sie-falszywe-kody-qr-uwazajcie-na-zawartosc-swojego-konta-bankowego/

Czytamy uwaznie + dwa razy



Rada nr 3.1:

Warto dbac¢ o work - life wellness...



HOW T THINK MY WORK-LTFE BALANCE I

https://pl.pinterest.com/pin/redes-in-2025--438819557468962090/



Rada nr 3.2

Multitasking sie nie sprawdza ;)



Rada nr 3.2

Jakiekolwiek przecigzenie sie nie sprawdza...

‘the game
I'm working on

https://www.facebook.com/BIBMsia/photos/a.558759790926935/2180113268791571/?id=419381398198109



Przykiady - firma
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Balance  Insights manage CryptO.

Prices Watchlist v

Bitcoin $65,658.85




What happened
Criminals targeted our customer support agents overseas. They used cash offers to
convince a small group of insiders to copy data in our customer support tools for less than

% of Coinbase monthly transacting users. Their aim was to gather a customer list they
could contact while pretending to be Coinbase—tricking people into handing over their
crypto. They then tried to extort Coinbase for $20 million to cover this up. We said no.

https://www.coinbase.com/pl/blog/protecting-our-customers-standing-up-to-extortionists, dostep: 30.11.2025



https://www.coinbase.com/pl/blog/protecting-our-customers-standing-up-to-extortionists

Radanr4



Uzycie narzedzi adekwatnych do zagrozenia

1. Malicious Insiders: Individuals who intentionally misuse their access for
personal gain, revenge, or other harmful purposes

2. Negligent Insiders: Employees who unintentionally expose data or

systems through carelessness or lack of security awareness

3. Compromised Insiders: Legitimate users whose credentials have been
stolen or who are being manipulated through social engineering

https://gurucul.com/cybersecurity-101/what-is-insider-threat-prevention/



Timeline of Events

June 10 2025

M&S resumed taking online orders for some clothing lines
after a 46-day hiatus following the damaging cyberattack. April 23 2025

May 13 2025

M&S confirms that
hackers stole
personal customer
information as
part of the attack.

J blackfog.com

M&S CEO
Stuart Machin
May 21-22 2025 was sent a
M&S quantifies the hit: roughly £300 million message from
lost profit and forecasts online sales hacking group
disruptions lasting into July. DragonForce
using an
employee
Late April - Early May 2025 email account.
Stores are limping along with manual
processes and customers are told to
expect ongoing inconvenience.

~

April 252025
Online shopping is

" April 22 2025
suspended. Food halls run ~ M&S issues formal statement
low on stock and other f acknowledging a cyber
services remain offline. incident but stresses that

i stores remain open and its
website/app are still running.

Easter Weekend 2025 (Apr 19-21)

Customers nationwide begin experiencing
glitches and disruption in M&S stores.



>d social engineering to trick
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https://www.blackfog.com/marks-and-spencer-ransomware-attack/, dostep: 30.11.2025



https://www.blackfog.com/marks-and-spencer-ransomware-attack/
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2. Third-Party Risk Management. '

tare nnlv the

https://www.blackfog.com/marks-and-spencer-ransomware-attack/, dostep: 30.11.2025



https://www.blackfog.com/marks-and-spencer-ransomware-attack/

4. Email and Network Defenses. A

https://www.blackfog.com/marks-and-spencer-ransomware-attack/, dostep: 30.11.2025



https://www.blackfog.com/marks-and-spencer-ransomware-attack/

Artificial intelligence has become a defining element of the threat landscape. By early 2025, Al-
supported phishing campaigns reportedly represented more than 80 percent of observed social engineering

activity worldwide, with adversaries leveraging jailbroken models, synthetic media and model poisoning
techniques to enhance their operational effectiveness.

https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%2020
25_0.pdf, dostep: 01.12.2025 .



https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%202025_0.pdf
https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%202025_0.pdf

’ Hackers Exploit Grok Al to Spread Malware Through Promoted

THU | SEP 4, 2025 | 2:56 PM PDT

Cybercriminals are abusing Grok Al, the conversational assistant built into X
(formerly Twitter) to spread malware through a campaign researchers have
dubbed "Grokking." The scheme was uncovered by

. who found that attackers are leveraging Grok's trusted status on

the platform to amplify malicious links hidden in promoted ads.

Instead of including a clickable link directly in the ad—where X's scanning
mechanisms might detect it—attackers hide the malicious URL in the small
"From:" metadata field under the video card. Grok can parse this hidden field
and, when prompted by a user question like "Where is this video from?",
responds by reposting the full malicious link in a clickable format.

Because Grok is a verified, system-level account, its responses carry extra
credibility and visibility, dramatically boosting the reach of malicious
content. Tal found that in some cases, these campaigns generated millions of
impressions.

https://www.secureworld.io/industry-news/hackers-exploit-grok-ai-malware , dostep: 01.12.2025 .



https://www.secureworld.io/industry-news/hackers-exploit-grok-ai-malware
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dodatkowy sktadnik, ktéry pomaga hackerom...
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https://www.imdb.com/title/tt0083271/mediaviewer/rm36390401/



https://lenasedkiewicz.com/pl/resources/cyhersecurity/

WE ARE NOT-SAYING HURRY UP

”







100% obrona nie zawsze jest mozliwa.



Mozna jednak by¢ nieco lepiej
przygotowanym.



Na co jeszcze warto zwrocic uwage?



Analiza udostepnianych informacii

Social media
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Dobre procedury




Przeciwdziatanie
zmeczeniu hezpieczenstwem
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hitps://lenasedkiewicz.com/pl/resources/digitalhygene/

BSides Warsaw 2025

@ BSides Warsaw track 3 (online only) day 2 ~»
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Watch on (&BYouTube ﬂ“ !

Inny przyktad, ktorym czesto podczas szkolen obrazuje socjotechnike to kosze na smieci w

https://niebezpiecznik.pl/post/socjotechnika/, dostep: 30.11.2025



https://niebezpiecznik.pl/post/socjotechnika/

https://lenasedkiewicz.com/pl/resources/cybersecurity/



